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A

new generation of Non-Linear Junction
Detectors introduced in 2013 ushered in
a digital spread spectrum, 2.4 GHz model
called ORION 2.4. The ORION 2.4 provides an
FCC, CE and IC compliant product for detecting
and locating hidden or obscured electronics.
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grip molded touchscreen display and the choice of
3.3 watt or 6.6 watt transmit power models.
The HX touchscreen display is molded into the
polycarbonate grip handle for displaying graphical
data, antenna responses and operational controls.
Programming on the new display provides features
not available on other NLJDs. The Frequency
Adjust screen (Fig A) displays an active graph of the
2nd, 3rd, and transmit frequencies.

When the ORION 2.4 HX is powered on, the
synthesized transceiver automatically searches for
and selects a quiet transmit frequency to avoid
signal interference.
The transmit signal can also be manually selected
on this screen by tapping the desired frequency on
the graph. Arrow keys at the bottom of the graph
provide fine tuning adjustments. Selecting ‘Auto’
commands the system to automatically select a
quiet transmit frequency and displays the results.
The Histogram Display (Fig B) shows a time
based history of the transmit power level (green),
2nd harmonic (red), and the 3rd harmonic level
(yellow). Chart durations can be displayed in 10,
20, 30 or 60 second spans.
Continued on pg 2

Questions, comments,
suggestions, or to add
someone to the
REI Newsletter mailing list,
please e-mail:
newsletter@reiusa.net

Frequency Adjust (Fig A)

(Fig B) Histogram

(Fig C) Bar Graph
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ORION 2.4 HX
A Bar Graph (Fig C) displays 2nd, 3rd, and Transmit
power and receiver responses, similar to the antenna head
display.
Transmit power is increased and decreased using the
touchscreen display. 2nd and 3rd harmonic threshold
settings can also be adjusted on the display.
The 2nd and 3rd
harmonic bar graphs
are similar to all ORION
NLJDs - a stronger 2nd
(red bar graph) indicates
a semiconductor, and a
stronger 3rd harmonic
indicates corrosion.

www.reiusa.net

Continued from pg 1

Transmit power level on the ORION 2.4 HX is specified in
average EIRP (Effective Isotropic Radiated Power) and is
available in a 6.6 W* or 3.3 W model. The 3.3 W model
is FCC authorized. The 6.6 W model is only available for
use by persons, agencies, or entities not restricted by FCC
and CE.
Transmit power and the larger 1.25 MHz bandwidth of
the ORION 2.4 HX increase sensitivity and puts more
detection energy on an object at a given time. The
2.4 GHz digitally modulated spread spectrum signal
provides increased detection range, and interference
avoidance. High speed DSP (Digital Signal Processing)
and a wideband digitally modulated transmit signal
make response time near instantaneous, while improving
detection.

Screen captures of
ORION 2.4 HX charts
can be saved for
Main Display
reporting and analysis by
selecting the camera icon
at the top right side of any screen. The HX will save and
store the screen shot to the Micro SD card supplied with
the unit. The ORION 2.4 HX also has a USB connection
for firmware updates.

The antenna head has the same line-of-site bar graph
display as the standard ORION 2.4, which shows transmit
power, 2nd, and 3rd harmonics.

An NLJD is used to detect and locate electronic devices,
regardless of whether they are switched on (active) or
off (inactive). They can be used to look for hidden illicit
electronic devices.

The compact antenna head can access relatively small
areas and is circularly polarized for signal reception
regardless of the antenna’s orientation. The transceiver
provides frequency stability and agility to automatically
search for clean operating frequencies between 2.404
GHz-2.472 GHz. Receiver sensitivity to both 2nd and 3rd
harmonics is -140 dBm.

In addition to the visual response, the ORION™2.4 HX
also provides selectable audio and haptic (vibration)
responses when a potential device is encountered. An alert
threshold can also be selected to only allow audible or
haptic responses beyond defined levels.

The higher power 2.4 GHz digital spread spectrum signal,
the touch screen display, and the reporting data available
with the HX model offer considerable enhancements to the
new generation ORION 2.4. More details on the ORION
2.4 HX can be found at www.reiusa.net.

REI
*NOTE:

ORION 2.4 is FCC, CE and IC authorized
ORION 2.4 HX 3.3 W is FCC authorized
ORION 2.4 HX 6.6 W is not FCC authorized
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Ergonomics and RF Detection

oftware Defined Radios (SDR) are
becoming more common to use when
looking for rogue RF transmissions
in certain environments. They may appear
to be less expensive simply because there
are many tuner modules on the market that
provide Spectrum Analyzer capability for very
low cost, and there are various suppliers of
software and hardware to mix and match all
sorts of system combinations. However, total
cost of software, antennas, probes, cables,
software defined receivers, a laptop, etc.,
can get expensive.
These types of SDR systems may be a cheap
and effective method for setting on a table and simply
scanning the RF spectrum in defined bands. What happens
when the physical transmission source must be located? The
most reliable method is to walk around with the receiver
and search for the energy. As such, there are several
important ergonomic and performance factors to consider
with an SDR based system.
The main consideration in an SDR based system is, of
course, the configuration. At a minimum a computer,
receiver, and an antenna are required. However, since a
single antenna will not cover a broad frequency range,

multiple antennae will be required, and the decision must
be made to either use a single antenna, manually switch
antennae, or purchase a separate antenna switching
system. A single broad-band antenna will not effectively
cover a broad frequency range without losing significant
sensitivity over broad ranges of the spectrum. Owning
multiple antennae may be useful, but it doesn’t cover the
spectrum quickly unless there is a computer controlled

system that provides automatic switching as the system
sweeps the spectrum. Furthermore, most SDR systems
rely on the computing power of the external computer to
process the spectrum data, while a few more sophisticated
SDR systems have external high speed DSP systems that
provide extremely fast spectrum processing functionality.
(See the diagram below)
SDR based systems originated from the General Test
equipment industry as a low cost alternative to bench top
spectrum analyzer systems, and SDR systems certainly have
their place in the market for known signals or bands. They
are very useful for educational institutions, hobbyists, certain
types of RF testing, and for some security
applications such as permanent in-place
monitoring. Some advanced systems also
provide additional characterizing functions for
sophisticated modulation schemes. However,
when it is critical to quickly locate the source
of potentially threatening RF transmissions in
an unknown frequency band, an integrated
system is much more reliable and ergonomic.
REI has designed the OSCOR Green with the full intent of
providing the best operational performance by addressing
sweep speed, sensitivity, and functionality in an integrated
ergonomic package.

REI
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Is Telecom Security Still A Concern?

In this two part series we will be answering this question,
"With the emergence of RF and wireless threats, is telecom
security still a concern?" The first part of this series will focus
on common telephone threats with part two addressing digital
and VoIP threats.
Imagine for a moment someone is trying to pirate confidential
business conversations taking place over an indefinite period
of time. There are 2 important physical requirements in this
case for an eavesdropping device to be effective, a) power; b)
concealment. One option might be to use an RF transmitter
but in this case it does not meet the power requirements since
batteries would have to be recharged or replaced. Free space
RF energy can also be detected with a spectrum analyzer
like an OSCOR Green or an RF detector like the CPM 700,
exposing the transmitter, thereby failing to meet the second
requirement.
Another option would be to use existing microphones,
speakers and communication cabling installed throughout the
building. Business phones come complete with microphones,
speakers, conductive cabling and a never ending power
source and can be found throughout office buildings

everywhere. With the right know-how, a telephone can be
turned into an eavesdropping device - one that would be very
difficult to detect. A common misconception among TSCM
practitioners is that telephone security is about protecting
conversations between 2 individuals, when in fact, with the
help of a conference room telephone, whole meetings can
be compromised. A phone is designed to capture audio,
modulate it onto a wire, and transmit that audio signal to a
receiver, kind of like an eavesdropping device.
IDLE PHONES

There are a few techniques that can turn an idle phone into
an open microphone - taking advantage of unused pairs or
bypassing the hook-switch. Telephones use at least 1 cable
pair to transmit signals; however there are typically 2 pairs run
to every phone through a common category 3 phone cable.
That extra unused cable pair can easily be used to pass audio
from a microphone without the user being aware. Using an
identical phone set, and a few small discreet components, a
malicious individual could set up a hook-switch bypass, which
keeps the microphone active even when the receiver is on the
hook. A conference room phone could be swapped with little
effort and little chance of being noticed. It would then be an
open microphone allowing conversations in the room to be
transmitted on the wire non-stop.
EXTRA CABLING

Unused wiring can also be appropriated for illicit audio
transmission. Buildings that have been wired without protocols
and cabling standards can end up with large amounts of
surplus or discarded cable running throughout ceilings or
walls. As long as copper is running through the building,
even if disconnected, it can be modified to pass audio. The
advantage of unused cable is that it’s generally overlooked,
Continued on pg 5
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Telecom Security
making it difficult to locate. These two basic telecom
security vulnerabilities satisfy the power and concealment
requirements.
COMBATING TELECOM THREATS

As with most security concerns, the first step is always
physical security. In the case of telephone systems, one
would look at who has access to key areas of telephone,
communication, and building wiring. Once that is
established, the next step is a complete and thorough test of
the cabling system. Even if the security assessment does not
alleviate immediate concerns, it establishes a baseline from
which to compare future test results and ensures no illicit
activity is occurring.

Testing can be done manually with a variety of electronic
tools including volt meter, audio amplifier (CMA-100),
CPM-700 RF detector, line tracer, and more. However,
testing should be done by someone trained with the
correct test procedures to keep from alerting attackers,
or from damaging the system. Manual testing can also
be enormously time consuming and often impractical,
especially when it comes to conductor pair testing.
REI’s TALAN Telephone and Line Analyzer provides multiple
tools in one product to significantly streamline the testing
process. The TALAN provides the capability to perform
multiple tests and includes a built-in automatic switching
matrix for testing all pair combinations and stores the results
for comparison.

www.reiusa.net

Continued from pg 4

Wireless phones have increased in the communication mix,
but they haven’t replaced traditional business phones. While
attention has seemingly transferred to cyber security and
cell phone hacking threats, phone and wiring vulnerabilities
still exist and can easily go undetected. In many ways, the
threat of a telephone security breach is more relevant today
than ever.
If a telephone security problem is suspected or a more
disciplined approach to phone security is required, be sure
to look for security professionals experienced in telephone
security investigations or consider registering for training at
the REI Training Center.

Students who complete the TALAN Level 2, TALAN Level
3 Certification, and VoIP Level 3 courses learn and
demonstrate the necessary skills to conduct thorough
telephone and cable investigations. Courses begin with the
Countermeasure Core Level 1, which is a prerequisite to
the TALAN Level 2 course. Each course is 5 days, except
the VoIP course (3 days). The REI Training Center is located
at REI’s home in Algood, TN, USA. Course descriptions,
calendar and registration are available on the REI website.
Be sure to check out part two of this telecom security series
in the next quarterly newsletter
discussing common Digital and
VoIP telecom threats.

REI
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2015 REI TRAINING

CALENDAR
Countermeasures Core Concepts
Level 1
Aug 3 - 7
RF OSCOR Course Level 2
Frequency Analysis
Aug 10 - 14
TALAN Telephone
Countermeasures Course Level 2
Aug 10 - 14
RF Certification Course Level 3
Aug 17 - 21
Countermeasures Core Concepts
Level 1
Sept 14 - 18
RF OSCOR Course Level 2
Frequency Analysis
Sept 21 - 25
TALAN Telephone
Countermeasures Course Level 2
Sept 21 - 25

MASUTHA: SIGNAL JAMMING MAY BE
USED IN PRISONS
Mar 25, 2015
Source: EWN
Article: http://bit.ly/1NgGjty

SA SPIED ON ITS GOVERNMENT TO GET
FACTS ON RUSSIAN DEAL
Feb 26, 2015
Source: Mail & Guardian
Article: http://bit.ly/1GmQUTE

COUNTERMEASURES TO INDUSTRIAL
ESPIONAGE
Feb 6, 2015
Source: ITWeb
Article: http://bit.ly/1GVo3nC

ISTANBUL COURT ARRESTS 17
POLICEMEN IN ESPIONAGE PROBE
Feb 15, 2015
Source: Hurriyet Daily News
Article: http://bit.ly/1bu1jRQ

ADDRESSING CORPORATE ESPIONAGE IN
THE 21ST CENTURY
Dec 1, 2014
Source: Security Magazine
Article: http://bit.ly/1xzlB6w

CORPORATE EAVESDROPPING RISKS
Feb 8, 2015
Source: TSCM America
Article: http://bit.ly/1CYRcAG

¡CURSOS EN CONTRAMEDIDAS DE LA SEGURIDAD
TÉCNICA!
Fecha de entrenamiento: 28 septiembre de 9 octubre, 2015
Precio: USD $2,440 por persona

SPANISH COURSE PACKAGE
Spanish Countermeasures
Core Concepts Level 1
Sept 28 - Oct 2
Spanish RF OSCOR/TALAN
Level 2
Oct 5 - 9

CORE NIVEL 1 Curso de las contramedidas de la seguridad técnica (5 días de entrenamiento)
RF/TALAN NIVEL 2 Curso de seguridad de RF y telefonos (OSCOR GREEN y TALAN)
(5 días de entrenamiento)
haga clic aquí para registrarse

TRADESHOWS & SEMINARS

VoIP Voice Over Internet Protocol
Course Level 3
Sept 28 - 30

TACP ANNUAL CONFERENCE

July 29 - August 1, 2015
Knoxville, TN
http://www.tacp.org/

Countermeasures Core Concepts
Level 1
Oct 5 - 9

REI's Beyond Physical Security seminars cover
a large range of TSCM topics and are a great
opportunity for TSCM technicians to network
and stay updated with common threats and
countermeasures.

RF OSCOR Course Level 2
Frequency Analysis
Oct 12 - 16
Advance Equipment Use Course
Level 3
Oct 19 - 23
Countermeasures Core Concepts
Level 1
Nov 2 - 6

ASIS 2015

Sep 28 - 30, 2015
Anaheim, CA
http://securityexpo.asisonline.org/

RF OSCOR Course Level 2
Frequency Analysis
Nov 9 - 13
TALAN Telephone
Countermeasures Course Level 2
Nov 16 - 20
RF OSCOR Course Level 2
Frequency Analysis
Nov 16 - 20

Click here to register online:

www.reiusa.net/quick/coursereg
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Below are the dates and locations for the
upcoming Beyond Physical Security seminars.
BEYOND PHYSICAL SECURITY SEMINAR

October 1, 2015
Anaheim, CA USA
Visit website

BEYOND PHYSICAL SECURITY SEMINAR
MILIPOL

Nov 17-20, 2015 Paris, France
http://www.milipol.com

Sept 2015
Vienna, Austria
Visit website

Research Electronics International
455 Security Drive • Algood, TN 38506 USA
TEL +1 931.537.6032 • FAX +1 931.537.6089
www.reiusa.net

