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W

hen extended capture and analysis of
RF traffic is required, it can be tedious to
analyze large volumes of resulting data.
The Spectrogram Waterfall function on the OSCOR
is an effective tool for visually inspecting RF energy
over time. However, the Masking function may be
an alternative starting point to help perform signal
data analysis more efficiently.
A Mask compares the active trace to a stored mask
trace file and displays any signals exceeding the
user-defined threshold. If a signal appears above
the threshold, then an event is added to the signal
list.
The Masking function works by
comparing a base reference
trace file against a target
location trace filtering out any
normal signals. For example,
the OSCOR Green can be
left to capture data overnight
when no one is present at the
location. Typically, to analyze
data captured overnight, visual
inspection of the Spectrogram
waterfall is required. With the
Masking function, any new
signals occurring above the
threshold set by the peak trace
file will appear in list format.
This is also useful when
performing RF analysis on a
regular basis. By using a base

reference trace file from a previous scan, any new
signals can be quickly identified.
A list is created by the Masking function providing
detailed signal information that can be helpful in
determining possible threats. The signal list table
includes frequency, power, bandwidth, timestamp,
last seen timestamp and count information. The
‘Date’ column shows when the signal first appeared,
and the ‘Last Seen’ shows the last time the signal
was captured with the ‘Count’ column displaying
the number of times between the timestamps the
signal was visible.

Figure A - Shows a screenshot of the Masking function in use on the OSCOR Green.
Here we can see a list of suspect signals in the middle with detailed information
providing a better understanding of unusual signals in the area.
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This combined information may provide a better overall
understanding of any unusual signals before analyzing the
data with tools like the Spectrogram Waterfall. In addition,
teams should have a clear idea when the signal will reappear,
allowing them to focus their efforts.
By displaying a simple list of signals with detailed information,
security professionals can better manage their time onsite
and focus on suspect signals more effectively. REI’s
Training Center offers RF specific training courses. Check
out the upcoming training course schedule on page 5 of the
newsletter or sign up at www.reiusa.net/quick/coursereg.

REI
Figure B - Shows the ability to add notes to a suspect signal that was
discovered using the Masking function

TALAN SOFTWARE v2.04 UPDATE
Research Electronics International recently released
a software update for the TALAN Telephone and Line
Analyzer, version 2.04. The update can be downloaded
from the REI website and includes installation instructions
with the update files. Upcoming firmware updates will
include enhancements to VoIP features. Version 2.04
improves several key TALAN functions.
Multimeter Adjustable Dwell Time
In order to improve the TALAN’s capability to locate illicit
tampering or irregularities on cable pairs and wires, a
dwell time option has been added for digital multi meter

and audio testing. This option allows users to choose
either a default or an increased dwell time when running
the appropriate test on each cable pair. For example,
when the TALAN applies voltage to each cable pair testing
for resistance, a longer dwell time may result in more
consistent or accurate results. This can also be true during
audio tests when a user is physically listening for activity
on each cable pair.
Selectability in Sequencing DMM
Users can now select which tests the sequencing digital
multi-meter will run. In previous versions, the TALAN
would perform all tests in all combinations without the
ability to select specific tests.
The updated firmware allows users to customize which
tests and on which pairs and wires each test is performed.
Additionally, a quick selection option for Phone or Block
was added as seen in Figure C. When selected, the
TALAN software will automatically load a default set of
tests to run and determine on which cable pairs and wires,
omitting any that do not apply. Users can also change
the default tests selections for both Phone and Block.
Selectability provides more flexibility to get in and out of a
sweep operation efficiently.

Figure C - Shows the additional Dwell Time options added
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TALAN SOFTWARE v2.04 UPDATE
Associating DMM Test Data
Before this update, manual test data was stored in
a separate area than the sequencing test data. This
storage location might have included tests run at different
locations and mixed phone and block data. If the user
did not name the test set appropriately, the test results
could be difficult to locate. After the firmware update,
users can save manually collected data with a job
location or target, similar to the sequencing test data,
saving time and frustration when locating the data later.
Mod-8 & Banana Pair Selection Improvement
On the Connections Dashboard, two selection items
were added allowing users to quickly change between
the default banana pairs of left red, right black, and
the normal center for Mod-8 pairs. This helps speed up
transition time when switching between test types.
With these improvements, the TALAN continues to be
a valuable tool for security professionals tasked with

Figure D - Shows the additional Selectability options added

analyzing analog, digital, and VoIP phone systems. If you
are interested in the upcoming TALAN training courses in
June and August or have questions about updating the
TALAN software, please contact us at sales@reiusa.net or
1-800-824-3190.

REI

OSCOR PC DATA VIEWER NEW FEATURES
Following the OSCOR Green firmware updates released
in the beginning of 2016, REI is pleased to announce
an update for the OSCOR Green Data Viewer Software.
This updated version incorporates the newest OSCOR
Green features: Persistence & Spectrogram. Users
can now use the Data Viewer software to analyze data
captured by the new features.
The Data Viewer will open, display, analyze, organize,
export, and print saved data files on a Windows-based
operating system. OSCOR Data Viewer makes report
generation and data maintenance easy.
Trace Files
Display peak or average trace files in a graph view with
zoom and scroll capability. Multiple traces can be layered
in graphs for comparison.
Signal Lists
The Data Viewer will display frequency, bandwidth,

amplitude, and date and provides the ability to export this
information to a csv or html file.
Images
View any display screenshots, raster waterfalls or
additional images captured.
Audio Files
Using the computer’s default media software, playback
demodulated audio that was captured on the OSCOR
Green.
The ability to analyze data offline without the need of the
OSCOR Green can be beneficial to TSCM professionals.
The Data Viewer software is available and free to
download on REI’s website. For more information contact
sales@reiusa.net or call at 1-800-824-3190.
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A SOFT PRODUCT CASE ALTERNATIVE
The majority of REI products are packed in customized
hard shell composite Mil-Standard cases to provide
the most durable protection available. The majority of
customers desire packaging that can endure rugged
handling for the life of the product.
Cases for the OSCOR, TALAN, ORION and VPC are
molded of ultra high-strength polypropylene copolymer
resin that are corrosion and impact resistant and include
seal gaskets for water and dust protection. Custom foam
milling provides additional protection within.
Customers sometimes ask if we have a soft
case container for carry-on convenience.
There is a soft briefcase made by Case
Logic that provides a particularly nice fit
for products like the OSCOR and TALAN.
The compartmentalized foam insert that
holds these products and accessories in the
standard hard shell case, fits nicely inside the
main pocket of the Case Logic 18 inch Laptop
Briefcase (part number PNC-218).
This briefcase design provides plenty of pockets and
storage compartments to carry other product accessories,
and possibly remaining business and personal essentials.
It also has a pass-through strap on the back that enables
attachment to rolling luggage.

The 18 inch Laptop Briefcase is sold on Case Logic’s
website: caselogic.com. It can also be found on
Amazon.com as well as other online retailers.
Case Specifications
Size:
19.7x4x14.6 in (50x10x37cm)
Fits devices:
17.8x1.9x12.2 in (45x5x31cm)
Weight:
2.62 lbs. (1.2kg)
Material:
Nylon
Warranty:
25 years
Laptop Screen Size: 18 in (46cm)
Color:
Black
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2016 REI TRAINING

CALENDAR
Countermeasures Core Concepts
Level 1
May 2 - 6
RF OSCOR Course Level 2
Frequency Analysis
May 9 - 13
Advanced Equipment Use
Level 3
May 16 - 20
Countermeasures Core Concepts
Level 1
June 6 - 10
RF OSCOR Course Level 2
Frequency Analysis
June 13 - 17
TALAN Telephone
Countermeasures Course Level 2
June 13 - 17
RF OSCOR Course Level 2
Frequency Analysis
June 20 - 24
Countermeasures Core Concepts
Level 1
August 1 - 5
RF OSCOR Course Level 2
Frequency Analysis
August 8 - 12

HUNGARY: EUROPEAN PARLIAMENT LIFTS
IMMUNITY FOR SPY SUSPECT
Oct 15, 2015
Source: New York Times
Article: http://tinyurl.com/p6lbxnj

FIVE CHARGE WITH CONSPIRING TO
STEAL TRADE SECRETS
Jan 20, 2016
Source: The Wall Street Journal
Article: http://tinyurl.com/huzwd34

STEALING WHITE
Feb 4, 2016
Source: Bloomberg
Article: http://tinyurl.com/jfsnbba

OIL RIG WORKER SAYS SHE WAS
SECRETLY RECORDED
Apr 1, 2016
Source: CNN
Article: http://tinyurl.com/jde2tks

SEAWORLD ADMITS ITS EMPLOYEES SPIED
ON PETA
Feb 25, 2016
Source: CNN Money
Article: http://tinyurl.com/h3gyoh7
BLUESCOPE STEEL STUNG BY ALLEGED
CORPORATE ESPIONAGE
Jan 9, 2016
Source: The Sydney Morning Herald
Article: http://tinyurl.com/zck8vhj

HACKERS COULD SECRETLY TAP INTO
CORPORATE MEETINGS
Jan 1, 2016
Source: CNN
Article: http://tinyurl.com/gl2zuw6
ACCUSED RUSSIAN SPY PLEADS GUILTY
TO CRIMINAL CONSPIRACY
Mar 11, 2016
Source: The Guardian
Article: http://tinyurl.com/z6jossz

TRADESHOWS & SEMINARS

TALAN Telephone
Countermeasures Course Level 2
August 8 - 12
RF OSCOR Certification Course
Level 3
August 15 - 19
Countermeasures Core Concepts
Level 1
September 12 - 16
RF OSCOR Course Level 2
Frequency Analysis
September 19 - 23

EXPO SEGURIDAD

April 26-28 2016
Centro Banamex, Mexico City, Mexico
http://www.exposeguridadmexico.com/en/

GENERAL POLICE EQUIPMENT EXHIBITION

June 7-9 2016
Trade Fair Centre, Leipzig, Germany
https://gpec.de/

TALAN Telephone
Countermeasures Course Level 2
September 19 - 23
VoIP Voice Over Internet Protocol
Course Level 3
September 26 - 28

SPANISH COURSE PACKAGE
Spanish RF OSCOR/TALAN
Level 2
October 3 - 14

Click here to register online:

www.reiusa.net/quick/coursereg

SECUREX SOUTH AFRICA

May 24-26 2016
Gallagher Convention Center,
Johannesburg, South Africa
http://www.securex.co.za/

Research Electronics International
455 Security Drive • Algood, TN 38506 USA
TEL +1 931.537.6032 • FAX +1 931.537.6089
www.reiusa.net

5

